How to catch a phish

Phishing is the act of sending out a fake email that looks like it’s legitimate to trick
you into giving out personal information. Some phishing emails contain malware

attachments.

Your information is then used to gain access to your personal or business accounts to

inflict damage (monetary or otherwise.)

Look through the examples so you know how to spot a phishing attempt.

Hover over links to investigate

Did you recently verify your User ID or reset the password that you use
to manage your ABC Company Card?
If so, you can di http://pianco.com.br/ryqavphb/index.

wanted to be sur¢htm!
Click to follow link

If not, please clickghere: or log on to https:/fwww. americanexpress.com/ §

can protect ygur & Jount from potential fraud.
Thank you !Dr your Cardmembership.
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Analyze the greeting

If your email starts with a general greeting like “Valued Customer” watch out—reputable companies will

often personalize the email with your first and last name.

Dear User,

Dear Customer, l

Dear First Generic Bank user, |

Don't trust the name or emaill

It's easy for cyber criminals to fake the display name of an email and even the email address. Don't trust

them — especially if the email contains other suspicious content.

XFake Company <fakecompany@fakecompany.com=

Sent: Wed 07/20/2016 1:11 PM
To (¥ Lastname, First

Watch out for spelling errors

Reputable companies don’t usually have major spelling mistakes or poor grammar. Read your emails

carefully and report anything that seems suspicious.

It has come to our atention that there has been a run of security ale
some user accounts. Becuase of this we has suspended all accoun!

pending user conformation.




Check the signature

Phishing emails often don’t include sender signatures at the end of the email. Reputable companies

always provide accurate contact details.

Don't open attachments

Don’t open attachments on unexpected or “phishy” emails — these attachments often contain viruses and
malware that can damage files on your computer, steal your passwords or spy on you without your

knowledge.

Don't give personal information

Beware of emails that ask for you to reply with personal information or credentials (or send you to a form
that requests this information).Reputable companies never ask for your personal credentials via email.

Don’t give them up.

Beware of urgent language

Cyber criminals want to scare you into providing your personal information. Watch out for subject lines

that claim your “account has been suspended” or your account had an “unauthorized login attempt.”

Don't believe everything

Cyber criminals are experts at fooling even the most computer-savvy individuals. Phishing emails can
look nearly identical to the brands they're pretending to be. It's important to be skeptical with all of your

email messages—if it looks even remotely suspicious, don’t open it.



Real-world Phishing example

Below is an example of a Phishing email and malicious Microsoft Word attachment.

Mon 03/28/2016 11:47 AM

Lyons.CoreyO@alshamil.net.ae
CASTINGS Invoice - fidelity.com RN

oy

‘ Py Did you receive an email from an
| Invoice Number 6891456 - Issue Date 02169159.rtf (40 KB) @ L ———

unknown attachment?

—

Sent from my iPad Report it immediately

Begin forwarded message.

Thank you for choosing CASTINGS! We hope you enjoy our new invoice format.

In our effort to be more environmentally friendly, our new invoice saves paper yet provides allof the
Same information in a more condensed format. Please let us know if you have any questions or concerns
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@ Security Warning Macros have been disabled. Enable Content
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If a suspicious attachment asks you
to enable something...

- DON'T DO IT!

Requests to enable macros indicate that
the file may be malicious.

TaxInvolce S
mitur
o Piten Tried Bak 2 QuickBooks.
Hensing 042000314
I
O T
5 - |[x
ong B Microsoft
Cud
Red *
. Mlicrosoft
Qany otal
= Word 2016 =
This documentwas din a later ion of Mi Office.
To property display the & nt, please

Always be SUSPICIOUS of emails

KirnBy ot thist your account wilt sty suspernded untd the payrent that:
hours

1) are unexpected
2) ask you to open attachments
3) ask you to enable contents
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